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CAARS CONTACTS

BOARD BEATBoard Beat
   2015 has started off strong for CA2RS, as the organization has grown to an all-time-high of 377 members.  The 
reasons for continued growth in membership are many: Quality training, excellent networking opportunities, and 
relatively inexpensive dues.  However, the focus of this organization is relevant quarterly training, which Mark 
Whelchel exemplified for us a few weeks ago during his presentation on low-speed impact analysis.  Such training 
keeps us informed of the latest in technology and methods.  Two other quarterly trainings are planned for this year.  
Coupled with the annual conference, this training gives each member the opportunity to attend up to four events each 
year.  All this costs money, and the Board of Directors has attempted to ensure that your annual dues are spent 
effectively.!

   The next quarterly training is scheduled for May. Jim Flynn of J2 Engineering is presenting on “Vision, Perception, 
and Attention” and “Pedestrian Accident Reconstruction Methods.”  The first presentation is applicable to almost all 
collision investigations, while the second is important given the often-serious injuries associated with pedestrian 
impacts.  As always, the presentation will be given in northern and southern California.  We anticipate a large turnout 
for both dates, so please RSVP soon.!

   Planning for October’s annual conference is well underway, and we have secured dates and a location.  We’re still 
working on finalizing the subjects and speakers, and thus we welcome your continued input.  Always remember that 
this is your organization, so speak up.!

   We are also assisting in the planning for WREX 2016 in Florida.  This long-awaited sequel to WREX 2000 is 
expected to attract at least 800 reconstructionists from all over the world.  There should be something for everyone at 
this conference.  If you plan on attending, then you’ll want to register early and take advantage of the CA2RS 
discount. !

   Last, but not least, I’d like to welcome our new editor, Tim Neumann.  He has graciously taken over from Frank 
Owen.  We appreciate his willingness to help us and the organization with this important part of keeping everyone 
informed.!

   Please feel free to contact me at roman@beckforensics.com should you have any questions or suggestions as to 
how the Board of Directors can make CA2RS even better.  Remember—we are here to serve you, the membership. !

!
! All the best, !

! Roman Beck 
! CA2RS Director-at-Large

CAARS DIRECTORS
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Cover Story - Background: 8 Truths & Myths of Driverless Cars

CALIFORNIA ASSOCIATION OF ACCIDENT RECONSTRUCTION SPECIALISTS

by Erin Carson / September 15, 2014 // techrepublic.com !
As we look toward a future with automated cars, it's time to separate the science from the fiction.  !

For decades, humans have dreamed of driverless vehicles.  From the Jetsons to Minority Report, we've gotten a 
certain idea of how those cars should function and how the world could be if they existed. !
Driverless cars, however, aren't science fiction. !
"When people get into our cars, we often find that they're unnecessarily anxious about the experience, and then 
we find that they relax too quickly," said Chris Gerdes, program director for the Center for Automotive Research at 
Stanford (CARS, for short). Neither extreme is helpful. !
That said, we took a look at some of the common misconceptions about driverless cars, along with truths that are 
good to keep in mind. !
Myths: !
Driverless cars eliminate human error 
The happy idea about automated cars is that they would totally eliminate human error-- no accidents from texting, 
drunkenness, sleepiness, or even momentary inattention -- but in reality, according to Gerdes, automated vehicles 
shift human error from the driving to the programming and design.  "That can actually be a really good shift, but 
it's not one to take for granted," he said.  "The idea that you could take a step back and program the car in the 
comfort of your office, in a lower stress environment to handle all these stressful situations is potentially a huge 
improvement in safety." !
Where the risk comes in, he said, is in failures of imagination. In order for a car to be able to handle a situation, 
the programmers have to have envisioned it, or something similar enough to it.  "If you think about all the weird 
things you've ever seen while driving a car, and multiple by about 200 or so, that might be what you would get in 
100,000,000 vehicle miles traveled," he said. !
For example, Gerdes was driving home from a Stanford v. Oregon game last year when a person jumped in front 
of his car.  He slammed on his brakes and the person turned, and ran up the hatchback of the car in front of him, 
on to the roof, jumped off, and right back into traffic.  "Imagine trying to come up with a perception system that 
understands where pedestrians might be.  Have you programmed it to look on the roof of cars?" !
He said it's a challenge that's both inspiring and humbling -- the sense that they could take life and death 
decisions, and turn them into programming challenges. !
Humans are bad at driving 
You'd be forgiven for disagreeing-- some days people drive like they're trying to hit each other -- but Gerdes still 
identified two exceptions to the idea that humans are bad at driving.  Take race car drivers, for example. "Their 
ability to get to the absolute limits of what a car can do is, at this point, unparalleled.”  Experience, intuition, and 
the solid ability to use friction help to deal with an emergency quickly.  "When you look at designing the these 
emergency maneuvers, at the moment, the best humans are still better than the automated system," he said.

http://www.techrepublic.com/search/?a=erin+carson
http://www.techrepublic.com/search/?a=erin+carson
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8 Truths & Myths of Driverless Cars (continued)
The other advantage that humans have is how they understand their environment. It amounts to context and 
perception.  "That's something that computers are still struggling to equal.  The 360-degree scanner might be 
more efficient than a human, but the picture is still not as clear because it lacks the depth of understanding. !
Automated cars can drive anywhere 
Greg Fitch, research scientist at the Center for Automated Vehicle Systems at the Virginia Tech Transportation 
Institute said many people believe that Google, for example, has built a car that can drive anywhere on its own.  
"The car itself can only work in a very limited context right now. It has to be very good weather, it can't handle 
parking garages because it can't get a GPS signal.  The reason why those cars can drive themselves is because 
they know where they are in the world," Fitch said. !
Passengers can be passive 
An automated car isn't an automated cab, Fitch said, even if that's the eventual trajectory.  He said that despite 
systems that keep a car in its lane, for example, manufacturers are expecting that car owners will be paying 
attention with a hand on the wheel and a foot near the brake. !
However, Fitch said, the problem that's starting to crop up is people not only being passive, but find ways to trick 
the car's systems, the ones created to make the cars safe.  In one instance, Fitch described a YouTube video of a 
driver who had taped a soda can to the steering wheel in order to fool the car into perceiving that he was holding 
the wheel.  Another guy managed to climb into the backseat of the car. !
"Believe it or not, that car could fail at any time," Fitch said. !
Truths: !
Automated cars can be more energy efficient 
"If you look at how much energy we use move the person today versus actually moving the car, when you have 
humans surrounded by a couple of thousands pounds of steel, you're probably spending on the order of 85% of 
the energy to move the steel and not to move the person," Gerdes said.  The reason for most of that steel is 
crash protection, but if you consider vehicles moving at lower speeds that could avoid collisions, the need for so 
much extra material diminishes and energy is more efficiently used to move people. !
There's an ongoing ethical debate 
There are numerous questions still to be answered: How conservative should the car be to avoid accidents? 
Should cars be able to brake the law and speed in order to keep passengers safe? Humans, after all, make those 
decisions every day. Gerdes also brought up Asimov's laws, and if there's room to add to them. !
"Asimov had protecting human life as a higher priority than obeying human orders, so all of our cars that we 
drive right now have this big red button, which the human driver can take over at any time," he said. !
However, if you're going to implement something similar to Asimov's laws, it could complicate things.  For 
instance, if the car felt an accident was imminent, it might not let the driver take over because that would be 
responding to a human command at a higher priority than saving a human life. 

(continued on page 6)

https://www.princeton.edu/~achaney/tmve/wiki100k/docs/Three_Laws_of_Robotics.html
https://www.princeton.edu/~achaney/tmve/wiki100k/docs/Three_Laws_of_Robotics.html
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First Quarter Training Review
Courtesy of Frank Owen, Alpha Omega Engineering, Inc.

t r a i n i n g
the

TRAINING 
Review

First-quarter CAARS training focused on analyzing low-speed impacts to try to determine impact speed of the 
target vehicle.  The training was held in Glendora on January 26th and in Vallejo on February 5th.  The speaker 
was Mark Whelchel of Crush Analysis Mechanical Engineering, with offices in Fresno and Ventura Counties. !
The scenario presented involved a rear-end collision between the target vehicle into a stopped vehicle.  What can be 
difficult about analyzing a low-speed impact collision is the lack of severe damage as the crash occurs at or below the 
velocity threshold that causes permanent damage.  The vehicles involved deform, but then bounce back a good deal (if 
not all the way) to their pre-crash shape.  Thus, the coefficient of restitution—the measure of how much they bounce back
—is higher than it is in a higher-speed crash, and the damage signature of the crash is not permanently set into the 
damaged vehicles. !
Mark’s presentation was centered around a case study, but many side trips were taken during the discussion of this case in 
order to explain the important topics that make up this specialized part of accident reconstruction.  In this review, I shall 
present some of these components as best I can using my notes and Mark’s PowerPoint presentation. !
The case study that provided the unifying thread for the presentation was a low-speed collision of two vehicles in Del Norte 
County, California, on February 8, 2013.  A 2001 Ford Taurus was rear-ended by a 2003 Chevy S10 pickup truck.  The 
airbags did not deploy, which sparked a side-track discussion regarding airbag deployment criteria.  The accompanying 
plot shows the CDR data from the Taurus.

In the figure, the output from the accelerometers is shown 
in red, and the integration of this (which is ∆V) is shown in 
blue.  Interesting things evident in this figure are 1) the 
acceleration is not steady and; 2) the acceleration has not 
gone to 0 by the time the data snapshot ends.  The 
snapshot starts at the start of the collision and runs for 75 
milliseconds.  Obviously, it needs to run longer to capture 
the full collision, but in this case it didn’t.  Another side 
discussion took place on the length of a collision.  In my 
studies of accident reconstruction, I’d always heard the

rule-of-thumb that crashes last about 100 milliseconds, but according to Mark, there are some crashes that can last up 
over 200 milliseconds.  Also illustrated in the figure is that though the slope of the acceleration curve is relative constant, 
a speed deduced by extrapolating the blue line would vary a great deal, depending on how long one assumed the crash 
to have lasted.  It is also interesting to note how wildly varying the accelerometer output is.  This is caused not only by 
the varying types of crushing going on as the cars collide but also by the internal vibrations in the structure of the car as 
it is being crushed. A common misconception in accident reconstruction is that the airbag will deploy at a given speed or 
at a given ΔV.  This is not so.  Also important in the pre-programmed decision of whether or not to deploy is the length 
of the acceleration phenomenon.  If one hits a curb, it would be nice not to have the airbags deploy.  The exact 
algorithm of whether or not to deploy is a trade secret of the auto manufacturer, but generally it depends on the 
acceleration level experienced and how long it lasts.  The problem with this is that it takes some time for the
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Q1 training review

the airbags to deploy, so you cannot wait too long to deploy them, because you want them to deploy early 
enough in the crash to prevent injury to the vehicle driver and passengers.


Standard MER (Momentum/Energy/Restitution) analysis is also part of low-speed AR analysis, so Mark spent a 
good deal of time reviewing this science.  A good deal of attention was given to crush analysis and how it is 
performed.  


After all of this background discussion, Mark presented his methodology for analyzing low-speed collisions.  This 
has five steps:


1. Find the model-year runs in Scalia database

2. Check the IIHS low-speed database for crash tests

3. Check bumper alignment between the two vehicles using AutoStats

4. Look more closely at the damage on the two vehicles involved, consulting the Mitchell Guide

5. Verify your conclusions with a momentum check
!

The Scalia database gives “sisters and clones” information.  Many vehicles that are manufactured are actually 
built on top of the same chassis.  This database, available from Scalia Safety Engineering lets you use crash data 
from one vehicle for a sister or clone vehicle.  


The IIHS database contains damage information for crashes of various vehicles.  This information should be 
augmented by looking at how the bumpers of the two vehicles line up (AutoStats), the cost appraisals for the 
repairs (IIHS), and the description of the repair procedure (Mitchell).  By using this information one can come up 
an idea of the collision ΔV of each vehicle.  This can be verified by then performing a momentum analysis for the 
crash.  He provided a spreadsheet for this analysis to the membership as part of the training.


Mark talked at some length about the types of damage to expect in a low-speed collision and gave examples of 
repaired vehicles that seemed undamaged but that, upon closer inspection, showed actual low-speed damage.  
He talked about taking the bumper cladding off and looking closely for damage that might not be evident on initial 
inspection.


As was mentioned above, the coefficient of restitution in a low-speed crash is usually substantially greater than it 
is in a higher-speed crash.  The rule-of-thumb to use in higher-speed crashes is that the COR is usually about 0.1.  
In low-speed crashes, since the vehicles often spring back further to their pre-crash shapes, the COR can range 
from 0.3 to 0.6.


In the course of his presentation, Mark referred to a number of SAE and other publications (hyperlinked):


    “Forensic Engineering Methods for the Analytical Analysis of Low Speed Impacts” (Ogden); “Practical Analysis

    Methodology for Low Speed Vehicle Collisions Involving Vehicles with Modern Bumper Systems” (Happer et al.); the 

    Mitchell Guide; “The Appropriate Use of ‘Delta-V’ in Describing Accident Severity” (Husted, Biss, and Heverly); and

    Neptune Engineering, Inc., a resource for crush stiffness coefficients
!

While researching a bit to write this review, I came across a contrary view about using repair information to 
calculate low-speed impact speeds.  See John J. Smith, “Common Errors in Determining Impact Speed and 
Occupant Injury Propensity in Low Speed Rear End Collisions”.  This is one of the “common errors” committed in 
AR, according to Smith.  He claims that same-speed impacts between two vehicles can cause wildly varying 
damage, depending precisely on how the two vehicles collide.
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Q 1  t r a i n i n g  R e v i e w

Alpha Omega is an engineering consulting company based in San Luis Obispo, California, founded in May 2011 by Dr. 
Frank Owen, a professor of Mechanical Engineering at California Polytechnic State University.  For additional 
information, go to aoengr.com.  See the CAARS website for updated quarterly training information.

http://www.scaliaanderson.com/
https://www.academia.edu/9430092/Forensic_Engineering_Methods_for_the_Analytical_Analysis_of_Low_Speed_Impacts
http://papers.sae.org/2003-01-0492/
http://mitchell1.com/main/
http://papers.sae.org/1999-01-1295/
https://www.neptuneeng.com/
http://www.attorneysmedicalservices.com/common_errors_determining_impact_speed.html
http://aoengr.com
http://aoengr.com
http://www.scaliaanderson.com/
https://www.academia.edu/9430092/Forensic_Engineering_Methods_for_the_Analytical_Analysis_of_Low_Speed_Impacts
http://papers.sae.org/2003-01-0492/
http://mitchell1.com/main/
http://papers.sae.org/1999-01-1295/
https://www.neptuneeng.com/
http://www.attorneysmedicalservices.com/common_errors_determining_impact_speed.html
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(continued from page 3) !
There's no centralized governance over driverless cars yet 
So, who decides these debates?  That's still in the works.  Government agencies and states are working 
with the issues, there's also a standards committee from the Society of Automotive Engineers, which is 
looking at creating a set of voluntary standards for vehicle design, Gerdes said. !
There's a debate over whether cars should be connected 
Fitch falls on the pro side of the argument.  If cars can communicate with each other, they can share 
emergency messages or basic info like location, speed, and heading.  Human drivers can be inefficient in 
terms of how they use the road. If a car knew what was around the corner, like another car, roads could be 
used better because cars could drive with less distance between them.  The opposite view says that 
human drivers aren't connected and can drive with just their eyes, so automated cars should, in theory, be 
able to operate with just camera vision. !
Article originally posted at http://www.techrepublic.com/article/8-truths-and-myths-of-driverless-cars/

8 Truths & Myths of Driverless Cars

http://www.sae.org/
http://www.techrepublic.com/article/8-truths-and-myths-of-driverless-cars/
http://www.sae.org/
http://www.techrepublic.com/article/8-truths-and-myths-of-driverless-cars/
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so, then — can technology prevent collisions?
Three distinct—but related—streams of technological change and development are occurring simultaneously: !
1. In-vehicle crash avoidance systems that provide warnings and/or limited automated control of safety functions 
2. V2V/V2I communications that support various crash avoidance applications; and 
3. Self-driving vehicles !
Knowing all this, the question remains…Are we any closer to the point where technology will prevent tragedy?  
Whether the cover photo of the 52-vehicle pile-up on the Autobahn, the 100-car collision in Kent, England below 
right, or the truck collision from Texas below left, progress is needed…

Is this 
the 

solution?
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Northwestern University 
Traffic Crash Investigation, 11th Edition — Hardcover !
NUCPS is pleased to announce the release of Traffic Crash Investigation, 11th Edition by  
J. Stannard Baker, Lynn B. Fricke and other contributing crash investigation experts. !
Traffic Crash Investigation, 11th Edition is a comprehensive collection of the most 
important techniques and definitions essential for developing an accurate picture of motor vehicle crashes. Crash 
investigators who practice these techniques provide information that ultimately saves lives and reduces monetary 
losses. !
Considered the definitive standard by attorneys, prosecutors and judges, law enforcement officers, engineers and 
other safety groups, the latest edition is a major update of the text. !

What's New? 
• Photographs and drawings now in full-color 
• New chapter on electronic measuring devices 
• Full chapter on investigating hit and run incidents !

“J. Stannard Baker’s approach to traffic crash investigation—which he developed here at NUCPS more than 70 years ago
—is the foundation of our books and we’re thrilled to be able to offer our students and professional crash investigators a 
resource that honors that foundation while also addressing twenty-first century technology and practices.” !

  — Roy Lucke, NUCPS Director of Highway and Transportation Safety Programs !
Textbook Topics 
• Preparation for Traffic Crash Investigation 
• Information From and About People 
• Information from Vehicles 
• Information from Roads 
• Measuring at the Scene 
• Measuring the Road for After Crash Situation Maps 
• Drawing after Crash Situation Maps 
• Crash Scene and Vehicle Damage Photography 
• Photogrammetry for Traffic Crash Analysis 
• Understanding Vehicle Behavior in a Crash 
• Tire Examination 
• Lamp Examination for “On” or “Off” 
• Investigation of Hit and Run Crashes 
• Electronic Crash Scene Measurements and After Crash Situation Maps Using Computers !

http://sps.northwestern.edu/program-areas/public-safety/shop/index.asp

L i b r a r y  E x p a n s i o n  
New Reading material for your AR Library

http://sps.northwestern.edu/program-areas/public-safety/shop/index.asp
http://sps.northwestern.edu/program-areas/public-safety/shop/index.asp
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Photographing Vehicles for Litigation  

2nd Edition — 2015  
by Jack Murray, CLI, CFE !
Whether dealing with civil or criminal cases involving motor vehicle accidents, good photographs are critical to 
preserving evidence.  This book describes how to obtain the proper photographs of a vehicle that has been 
involved in a collision.  It discusses proper angles from which to take the picture, important evidence to document, 
lighting and special considerations, and the types of equipment to use to get a high quality photograph. !
An excellent source of information for police, private investigators, attorneys and insurance claims adjustors, this 
book contains many procedures and tips that are useful in crash photography regardless of whether the photo is 
shown in court or not.  Originally published by IPTM in 1997, this updated version contains a newly added section 
on photographing commercial vehicles. !!
The book includes chapters on the following: !

• Exterior Photos 
• Interior Photos 
• Bumpers 
• Trace Evidence 
• Courtroom Presentation 
• Equipment 
• Photographing Commercial Vehicles 
• Resources !!!

About the Author: 
J.W. "Jack" Murray has investigated and/or reconstructed motor vehicle accidents for over  
35 years.  This book is his second for IPTM and he has published eight other books in the field of accident 
investigation/reconstruction.  Murray conducts trial work as an expert in both civil and criminal motor vehicle cases. 
He is a graduate of the United States Naval Academy Prep School, attended Villanova University, and has an MBA 
from the University of Connecticut. !
Specifications: 60 pages; 8½”x11”; coil bound; Publisher: IPTM (2015) !!
http://www.iptm.org/webstore/p-148-photographing-vehicles-for-litigation-2nd-edition.aspx

New Reading material for your AR Library

http://www.iptm.org/webstore/p-148-photographing-vehicles-for-litigation-2nd-edition.aspx
http://www.iptm.org/webstore/p-148-photographing-vehicles-for-litigation-2nd-edition.aspx
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A Different Perspective: Thoughts from Abroad—The Herald, Scotland !
Driverless Cars Could Make Accident Litigation More Complex 
Ewan McIntyre / Monday / March 16, 2015 !
Vin chaud anyone? !
   By the time this goes to print, annoyingly if it is raining where you are, I am hoping to be on the slopes in glorious 
Alpine sunshine.  That presupposes that I make it there in one piece.  I will be flying with one of the low cost 
airlines, with an excellent track record for safety I am relieved to say.  I am not the world's most enthusiastic flyer 
following a difficult incident a few years back on approach to Turin when air crew fell over and food went flying.  
You can imagine that that experience did nothing to reassure passengers on aviation safety. !
   One of the ironies of my forthcoming trip to the Alps is that I have not given a second thought to the fact that for 
large parts of the journey a computer will be flying the plane, not the pilot or co-pilot who, with advancing years 
one tends to glimpse at when boarding to reassure yourself that they have a sufficient amount of grey hair and lots 
of gold braid.  I have the former, not the latter, so I am not allowed to fly planes. !
   On return from a recent business trip to Moscow, I was conscious that the pilot was having an extended break in 
the main cabin chatting to the air stewardesses.  It did not cross my mind that he had either left his co-pilot or a 
computer to do the flying.  This laissez faire attitude contrasts however with the public's attitude to driverless cars 
which are a hot topic just now.  We have real life trials in some cities, and, I learnt recently, on a university campus.  
Presumably students are dispensable.  Vox pops on the news suggest that the public are rather more dubious 
about driverless cars than auto-pilot.  Quite irrational since the damage that could be done by a driverless car is far 
less catastrophic than a problem with a plane. !
   There are calls for clarification on the regulatory regime that will surround driverless cars and the government is 
looking at the area.  In a recent report it concluded that the current vehicle liability regime is adequate but should 
be kept under review.  It looks like the 'driver' will remain responsible for the conduct of it but that manufacturers 
will continue to have strict liability for car technology.  Drivers will still need to wear seat belts.  Interesting 
questions will arise when accidents happen.  Whose fault will that have been?  The driver's or the vehicle 
manufacturer's?   Whilst similar issues arise just now where car technology is at fault, 94% of accidents actually 
involve human error.  With driverless cars, the scope for human error should reduce.  Logic tells you that accident 
litigation will become more complex though as the driver will argue that the vehicle ought to have avoided the 
collision.  Investigating whether that is a legitimate argument will involve an analysis of computer memory or 
suchlike.  Expert evidence will be needed. !
In my day to day practice, which for the last two decades has rarely been without significant aviation accident 
litigation, there is usually an argument that a component part has been at fault.  

(continued on page 12)
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are you ready?  Upcoming ACTAR Examinations 

M A Y  2 0 1 5  
Saturday, May 30:  Franklin, Tennessee, after the TN Traffic Crash Symposium.  New applications must have been received by 
March 30, 2015.  Exam registration cutoff date: May 1, 2015. 

!
J U N E  2 0 1 5  
Saturday, June 6:  Dallas, Texas.  Sponsored by ASSE.  New applications must be received by April 6, 2015.  
Exam registration cutoff date: May 6, 2015. 

Saturday, June 20:  Kansas City, Missouri at the KCMO Police South Patrol Division, 9710 Marion Park Drive, KC, MO 64137, 
sponsored by UCMO.  New applications must be received by April 20, 2015.  Exam registration cutoff date: May 24, 2015. 

!
J U L Y  2 0 1 5  
Sunday, July 26:  Mount Pleasant, South Carolina, at the Wyndham Garden Hotel in Mount Pleasant.  Held before the IAARS/SCARS 
Joint Conference.  Sponsored by SCHP.  New applications must be received by May 26, 2015. 
Exam registration cutoff date: June 26, 2015. 

!
S E P T E M B E R  2 0 1 5  
Friday, September 4:  TBD — Maine.  Sponsored by NAPARS.  New applications must be received by July 4, 2015. 
Exam registration cutoff date: August 4, 2015. 

Tuesday, September 15:  East Peoria, Illinois, before the IATAI Conference, located at 100 Conference Center Drive.  Sponsored by 
IATAI.  New applications must be received by July15, 2015.  Exam registration cutoff date: August15, 2015. 

!
All tests prohibit the use of laptop computers, but allow pre-approved calculators.  Refer to www.ACTAR.org.
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Opinion—Thoughts from Abroad   (continued from page 11) !
   We can anticipate that the future for road accident 
litigation is also likely to involve more of these product 
liability arguments that my team handles for various 
industries and less focus on driver error. !
   All of this brings me back to my holiday. If I return from 
the Alps in plaster, it will be nothing to do skier error or too 
much vin chaud.  I will be pointing the finger at the folk who 
made my ski bindings… !!
Ewan McIntyre is a partner of 
law firm Burness Paull LLP !!!!!!
http://www.heraldscotland.com/business/opinion/driverless-cars-could-make-
accident-litigation-more-complex.120611347 

http://www.heraldscotland.com/business/opinion/driverless-cars-could-make-accident-litigation-more-complex.120611347
http://www.ACTAR.org
http://www.ACTAR.org
http://www.heraldscotland.com/business/opinion/driverless-cars-could-make-accident-litigation-more-complex.120611347
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A Different Perspective: Thoughts from A blog—securityinnovation.com !
Protecting a Vehicle From Hackers 
Pete Samson // Tuesday // February 3, 2015 !
There is a growing realization of the need to address the cyber security and information privacy challenges.  New 
functionality, like connected cars, has highlighted the stark reality that most automobiles were not built to be a 
secure environment.  With over 100 million lines of code spread among 100 or more processors, the threat surface 
and the number of potential vulnerabilities is huge. !
The Need For Innovation and Adaption 
The industry is faced with a real challenge, and no easy answers. Much of the technology embedded in cars over 
the past 10 years is now potentially susceptible to malicious exploits that were inconceivable when the cars were 
designed. Connected vehicle technology now exposes these insecure systems to real threats. The electronic control 
units (ECUs), transmission control units (TCUs), and other critical on-board functionality are more and more 
vulnerable to rogue data and instructions that could affect safety. !
Understanding Risks 
Although automakers understand the concept, the vast majority of consumers do not appreciate the risks inherent 
in a hacker gaining control of the car from inside—or even the outside—of the vehicle. !

• Security has to be an inherent design objective and be treated by development teams as seriously as functionality, 
performance, and reliability 

• The earlier in the software life cycle that security is built into a system or network of systems, the more cost effective and 
hacker-proof it becomes 

• However, reality and human nature being what they are, we spend as much time helping secure and remediate older 
systems as we do helping prevent vulnerabilities being engineered into the system !

Common Vulnerabilities 
Internal Vulnerabilities/External Vulnerabilities/V2V Vehicles 
DVD Player // USB // SD // Auxiliary Input // OBD // CAN Bus // HSMB // Ethernet // Touchscreen // Bluetooth 
ODB Dongle // The Internet // Dealer Diagnostics // WiFi // Key Fob // TPMS // Power Plug // NFC Devices 
The CAN // V2V // V2I // Wireless !
Tough Questions 
How do you address vulnerabilities in the connected vehicles already on the road? 

How can these threats be mitigated?     How is software updated? 
  How should the industry address zero-day vulnerabilities? !
These are all-important questions, and, once again, there are no simple answers.  We know there is no single 
solution; no magic bullet.  An in-depth defensive approach is needed that will require the application of traditional 
IT mitigation techniques such as network segmentation, cryptography, virtualization, black- and white-listing, 
intrusion detection, trusted platform and trusted execution, and many more buzzwords.  In short, the solution must 
be holistic.  Unfortunately, a reality of the security world is that the manufacturers need to be right 100% of the time
—the bad guys only need to be right once. 
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Fun Fact: 
To date, there hasn’t been a documented case of a hacker entering a vehicle and causing any kind of damage. !
While this fact is currently true—here is the bad news—attacks are inevitable.  If it can be done, it will be done.  A 
truism in our business is that there are only two types of companies: those that know they have been hacked and 
those that don't.  Unfortunately, this is the world we live in, and all we can do is help the industry to be as prepared 
as possible for the security threats posed by greed, fraud, pride, or malice. !
...Not trying to scare anyone here... but this blog wouldn’t have even been written if the threats were just a figment 
of our imagination. 
____________________________________________________________ !
Understanding the Connected Car   _____________________________________________________ 
Pete Samson // Tuesday // March 3, 2015 !
The software operating a new car often has a hundred million lines of code—more than a modern fighter jet, or 
jumbo airliner—spread among 100 or more processors, making the threat surface and number of potential 
vulnerabilities vast.  With growing technology, there is a growing need to assess Vehicle to Vehicle communication 
(V2V) and Vehicle to Infrastructure communication (V2I) in order to improve the cyber security put behind them. !
Why V2V & V2I Communications? 
The primary objective behind V2V & V2I is to reduce accidents / fatalities.  How so?  Because in just one year, there 
is an average of over: 3 trillion US vehicle miles/year; 6 million crashes; 35,000 road deaths; 3 million injuries !
What are some Connected Car Use Cases? 
Red light violation warning // Emergency brake light warning // Eco driving // V2I Safety // V2V Safety //
Convenience // Curve speed warning // Forward collision warning // Smart cities // Spot weather // Red light 
violation // Parking information // Work zone safety // Slow traffic ahead // Truck platooning // Bridge height 
Aggressive driver warning // Speed harmonization // Pedestrian in crosswalk // Emergency vehicle notification 
Queue warning // Stop sign gap assist // Road hazard detection // Insurance pricing !
Why is it important to properly secure the connected car? 
Quite simply, cars carrying so much data can become an instant threat to attacks such as thefts, terrorism, revenge, 
mischief, extortion, insurance fraud, IP theft, and stalking. !
What are the biggest variables of V2V security? 
#1: Messages must be secure:  This is where authentication, integrity, availability, and timeliness come into play. !
#2:The system must provide anonymity: Individual messages don’t give away identity.  A set of messages cannot 
be determined (by their contents alone) to have come from the same origin.  However, there is no anonymity 
requirement for public safety vehicles. !
#3: Must be able to remove bad actors: Vehicles that are determined to be transmitting unreliable or false data 
need to be automatically and instantly removed from the system.
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A Different Perspective: Thoughts from Abroad—The Telegraph, UK !
The 7 Kinks That Need to be Worked Out Before Driverless Cars Go Global 

Josie Ensor // Sunday // February 1, 2015 !
1. Mapping: Every street, pavement and driveway that will be used by a self-driving will need to be mapped.  To 
give a sense of scale of the project, there are four million roads in the US alone.  However, Google is used to large-
scale mapping projects, and Google Street View has helpfully already laid down some of the groundwork.  Chris 
Urmson, head of Google's self-driving project, says researchers “don’t see any particular roadblocks” to 
accomplishing it. !
2. Weather conditions: Little testing has been done outside the temperate Californian climate.  The danger is the 
cameras and lasers will have a hard time dealing with 
challenging weather conditions such as thick fog, heavy rain 
and snow. !
3. Hearing: Even the most advanced prototypes are having a 
hard time interpreting emergency sirens.  If they are ever to be 
allowed onto real streets, autonomous cars will need to be 
able to respond appropriately if a police officer waves them 
down, or an ambulance tries to pass. !
4. Auto-reverse: Most self-driving cars cannot yet reverse 
without human assistance, although this shouldn’t be a 
problem to master, it’s just not a priority for developers. !
5. Insurance: Quite how insurance will work remains unclear.  
The question of who pays out in the event of a crash involving 
a driverless car is still being debated and is seen as a major 
barrier to letting them loose on highways. !
6. Public perception: If recent surveys are anything to go by, developers have failed at the first hurdle as it seems 
much of the public is actually too scared to even step foot in one of the cars.  Half of Britons responded that they 
would be unwilling passengers in driverless cars over safety concerns, with 16 per cent professing to feel 'horrified' 
by the notion of unmanned vehicles driving on British roads.  Four in ten would not trust an autonomous car to 
drive safely, believing it would jeopardise the welfare of drivers, cyclists and pedestrians, a survey from price 
comparison site uSwitch.com found. !
7. Cost: If the autonomous car is to ever compete in the crowded automobile market, manufacturers will need to 
make sure the cost isn’t prohibitive.  Market researchers IHS Automotive forecast that the price for the self-driving 
technology will add between £4,500 and £7,000 to a car’s price tag in 2025, a figure that will drop to around £3,000 
in 2030 and about £2,000 in 2035, the year when the report says most self-driving vehicles will be operated 
completely independent from a human occupant’s control. !

original posted at telegraph.co.uk
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A Different Perspective: Thoughts from A blog—securityinnovation.com !
Let the Car-Hacking Lawsuits Begin 
Pete Samson // Wednesday // March 11, 2015 !
Fear often outpaces reality.  If any of your friends outside the auto industry have fretted that a computer hacker 
could take control of a car and plunge it off a bridge, you know what I’m talking about.  I understand this fear.  
People are used to having their credit card numbers and passwords stolen by hackers, but that’s rarely a matter of 
life and death. !
This is different.  It’s scary. !
And yet, every time that I talk to an in-car security expert, I ask the same question: Have you heard of a case in 
which an ordinary person’s car was hacked in the real world -- not as an experiment?  So far, the answer has been 
no.  So it feels a lot like hysteria.  As a country, we lose more than 30,000 people to traffic accidents every year, and 
incur hundreds of billions of dollars in economic costs -- and we’re going to get worked up about this? 
Now, sure enough, the lawyers are getting involved. !
This week, Dallas-based attorney Marc Stanley slapped Ford, General Motors and Toyota with a proposed class-
action lawsuit on behalf of three car owners, accusing the automakers of a negligent response to the risk of 
hacking. !
“They’ve known about this since at least 2013, and they haven’t done anything,” Stanley, a former president of the 
Texas Trial Lawyers Association, said in an interview. !
It seems like a long shot to me.  To win a lawsuit, a plaintiff generally needs to show some sort of injury -- even 
psychological trauma from a car-hacking incident might be enough.  But none of Stanley’s plaintiffs are victims of 
car hacking, and none of them have reason to believe that they’re more at risk than any other driver.  Stanley said 
that doesn’t matter.  He pointed to a February report by the office of Sen. Ed Markey, D-Mass., that claimed that 
hackers could exploit vulnerabilities in a Bluetooth wireless connection, telematics systems such as GM’s OnStar or 
an Android smartphone paired to a car. !
This risk was vividly shown in a segment on the TV news show “60 Minutes.”  In the segment, Dan Kaufman, a 
researcher from the Pentagon’s Defense Advanced Research Projects Agency demonstrated that he could spray the 
wiper fluid, beep the horn or kill the brakes of a car being driven by journalist Lesley Stahl. !
“If you have a known vulnerability and there’s this much at stake, it needs to be fixed,” Stanley said.  “We don’t 
have to wait for a senator or a congressman or a judge to have their car hacked. We need to stop it now.” !
Fair enough. !
It’s unclear whether car hacking is a looming crisis or simply hysteria.  Either way, automakers and suppliers should 
consider it a huge risk, and patch any holes that bad guys could use to hack into customers’ cars.  After all, the 
lawyers are watching.
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A Different Perspective: Thoughts from Abroad—The Queen’s Gazette (queensu.ca/gazette) !
The Ethics of Driverless Cars 
Andrew Stokes // August 20, 2014 // !
Jason Millar, a PhD Candidate in the Department of Philosophy, spends a lot of time thinking about driverless cars. 
Though you aren’t likely to be able to buy them for 10 years, he says there are a number of ethical problems that 
need to be tackled before they go mainstream.   “This isn’t an issue for the next generation, it’s happening right 
now. Driverless cars are on the road in certain jurisdictions as they’re being prepared for a mass market,” says Millar, 
whose dissertation focuses on robot ethics and the implications of increasingly autonomous machinery. “These cars 
promise safety benefits, but I’m interested in what happens to the cars in a difficult situation, one where lives are on 
the line.” !
To explore this problem he created a thought experiment, called the Tunnel Problem, which attracted hundreds of 
thousands of readers and commenters online.  The Tunnel Problem reworks ethical philosophy’s Trolley Problem. 
The setup is this: You are driving in an autonomous car along a narrow road, headed towards a one-lane tunnel 
when a child errantly runs on to the road and trips.  The car cannot brake fast enough to avoid hitting the child and 
so it must decide whether to swerve off the road, effectively harming you, or remain driving straight, harming the 
child. !
“This is a problem with only bad outcomes that even a human driver cannot easily solve,” says Mr. Millar. “What’s 
particularly useful about this situation is that it focuses our attention on a design question, as the car will be 
programmed to respond a certain way — I want to ask who should make the decision about the car’s response.” 
After initially posting his article on Robohub.org, the site ran a poll to gauge readers’ responses and rationales as to 
who should render the judgement. !
“A near majority responded that the passenger in the car should have the right to make the decision about whether 
to swerve or not, and only about 12 per cent suggested it should be up to the car’s designers,” he says. A full third 
of respondents said it should be left up to lawmakers and legislators to make the call. !
“That so many people were willing to trust a life and death situation to politicians and lawmakers really surprised 
me,” Mr. Millar says. “Many of them said they wanted a standard behaviour so that people would know what to 
expect in that situation, while others simply wanted someone else to make the decision and take it off their hands.” 
The Tunnel Problem is just one of a series of problems that Millar foresees being an issue with driverless cars.  !
“There’s also the problem of who’s culpable when a car crashes. If we maintain current standards of product liability, 
then the fault will tend to lie with the manufacturer, but we may also shift to a system where we consider the robot 
at fault,” he says. !
It’s a possibility, but Millar says the future of driverless cars is far from certain. “Holding the robot responsible may 
be less satisfying for those with a mind for punitive justice.”
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TECHNOLOGY UPDATES

Coming Soon… (In Case You Missed It) 
!
The National Highway Traffic Safety Administration published a final rule to amend FMVSS 111 to 
require all vehicles weighing less than 10,000 pounds GVWR, including some Type A-1 school buses 
in that weight category, to be equipped with rear-view cameras by May 1, 2018. 
!
NHTSA added that existing technology that meets the new requirements provides "the most effective and most 
cost-effective" solution to better protecting children and people with disabilities. !

The new rule also changes the title of FMVSS 111 
from “Rearview mirrors” to "Rear Visibility" and 
expands the required field-of-view to include a 10-
foot by 20-foot zone directly behind the vehicle.  
While many later-model passenger vehicles already 
offer the backup cameras as options, the systems 
would be required installs at vehicle manufacturers 
within three years, when they must show data to 
NHTSA that they are ready to meet the 2018 
compliance deadline. !
The final rule was required by the passage of the 
Cameron Gulbransen Kids Transportation Safety 
Act of 2007, named after a 2-year-old boy who was 

accidentally killed by his father while backing up into the family driveway.  The safety advocacy website 
KidsandCars.org documented 3,020 non-traffic fatal incidents involving children under age 15 from 1991 through 
2012.  Roughly a third of the fatalities, 1,126, resulted from a backover incident.  The total was nearly as much as 
front-over incidents and cases of child heat stroke inside the vehicle combined. !
The only vehicles fully exempt are motorcycles and trailers. NHTSA said all other vehicles, including school buses 
and "low-speed vehicles," should comply because there is no available scientific data to support the contention 
that the requirements should apply differently to different types of vehicles.  !
"Backover crashes are not limited to any particular type of vehicle, and the agency is not aware of any vehicle type 
that categorically provides the driver with a sufficient rear field-of-view so as to avoid the types of backover 
incidents contemplated by Congress," wrote NHTSA. !
September 2014



!
technological marvel // Volkswagen Car Towers !

Visitors to the Autostadt in Wolsfburg are now able to  experience 

the CarTowers from the inside!  A special glass panorama lift takes 

six guests through the same procedure as one of the 800 cars 

stored in the CarTowers.  The transparent cylindrical buildings rise 

158 feet above the grounds.  They work like giant vending machines.  

As a new car arrives from the factory, it is transported by robot to 

an empty storage slot in one of the towers. 



TRW Launches Dual Stage Transmission Oil Pumps 
Livonia. Michigan // March 12, 2015 // (PR Newswire) !
TRW Automotive Holdings Corp. has announced 
that it has started production of its dual stage pump 
technology across two major European vehicle 
platforms. !
The dual stage pump is TRW's latest innovation in 
pump technology.  It is highly suitable for wet dual 
clutch transmissions due to its ability to integrate 
two external gear pumps in a compact single 
housing.  The first stage is a low-pressure pump 
which cools and lubricates the wet clutches with oil.  
The second stage is a high-pressure pump that 
serves as a hydraulic pressure source to actuate the 
clutches, shift forks and other elements. !
An electric motor runs the pump at variable speeds, 
operating only on-demand and reducing viscous 
friction losses, leading to a highly efficient solution. !
Gregor Eipert, global sales lead for TRW's Transmission Motor Pump Unit business commented: "TRW 
has been working on the integration of electric motors, pumps and electronics for many years and has 
produced millions of highly integrated motor pump units for various applications. !
"By using sintering technologies, the TRW dual stage pump offers an efficient and cost effective solution 
for state-of-the-art dual wet clutch transmissions.  Our customers also benefit from the integrated dual 
stage pump which utilizes just one pump and one electric motor to provide the same functionality as 
comparable systems which need two pumps and two electric motors." !
TRW has produced over 40 million pumps to date, including eight million transmission oil pumps.  The 
company has proven experience with different liquid formulations for powertrain, drivetrain and 
transmission applications and can offer the full range of pumps, from low to high pressure applications 
(0—200 bar).  TRW continues to innovate in this area and new pump developments are underway such as 
variable displacement pumps with either an external gear or pendular design  
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TRW Heavy Duty Electric Brake for High-Volume Light Truck Platform 
Livonia. Michigan // March 4, 2015 // (PR Newswire) !
TRW Automotive Holdings Corp. will bring the weight savings and diverse functions of its electric park 
brake (EPB) technology to the light truck market beginning with a first-to-market  introduction on a high 
volume North American  platform in 2017. !
"Extending the range of our electric park brake to light trucks and sport utility vehicles is important for 
several reasons," according to Ed Carpenter, vice president and general manager of TRW's global braking 
business.  "EPB can save more than 20 pounds per vehicle for larger trucks and SUVs when compared to 
conventional drum-in-hat park brakes – 
leading to enhanced fuel economy and 
reduced CO2 emissions. !
"In addition shifting from a mechanically 
controlled to an electronically controlled 
solution enables many new functions that 
can work with other vehicle systems to add 
value for consumers.  For example EPB 
can work in conjunction with electronic 
stability control to help allow for safer 
emergency stops by preventing wheel 
lock, or help relieve fatigue in traffic jam 
situations by holding the vehicle stationary 
when needed and allowing the vehicle to 
move forward when safe to proceed," 
Carpenter said. !
Further advantages include freeing up interior cabin space through the elimination of levers or foot 
pedals used to engage mechanical park brakes as well as the brake cabling – all replaced by a simple 
button or switch and electronic wiring.  This simplifies vehicle assembly, allows for more flexible interior 
design and saves more weight. !
TRW is a pioneer in electronic parking brake technology and has more than 50 million EPB calipers on 
world roadways.  The heavy duty EPB solution features higher clamp loads - from 18.5 kilonewtons (kN) 
for larger passenger cars, light trucks and mid-size SUVs - to the heavy duty version with a 25 kN clamp 
load.
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California Association of Accident Reconstruction Specialists (CAARS)  
Headquarters // 4627 Fermi Place, Suite 100 // Davis, California // 95618	


www.CA2RS.com

ca2rs.com

t h e  p a r t i n g  
s h o t  !

   Some people constantly test the limits 
   of their driving…and their vehicle !
   Crash or no crash for the Peugeot??? !
   Either way, a bit of fun an autonomous 

   environment won’t allow you.  

    

   Some day, we’ll look back and say, 

    “Remember losing traction with the 

     rear wheels and flippin’ a quick 180?” 

    

   When the kids look at us like we’re 

   crazy, you’ll know the age of the  

   driverless vehicle is here to stay.

http://www.CA2RS.com
http://www.CA2RS.com

